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An Authentication Scheme against Various Attacks
including DoS Attack in RFID System
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Abstract: The RFID system is very useful in various fields such as the distribution industry and the management of the material, etc.
However, the RFID system suffers from various attacks since it does not have a complete authentication protocol. Therefore, this pa-
per propose the authentication protocol that used key server to resist various attacks including DoS(Denial of Service) attack. For
easy implementation, the proposed protocol also uses CRC, RN16 generation function existing in EPCglobal class 1 gen2 protocol.
This paper performed security analysis to prove that the proposed protocol is resistant to various attacks. The analytical results

showed that the proposed protocol offered a secure RFID system.
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Fig. 1. The procedure of the proposed authentication protocol
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Fig. 2. The procedure against DoS attack in the proposed authentica-
tion protocol
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